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1. Bxia 10 kadiHeTy KJII€HTA Ta MePUIOYEProBa 3MiHA MAPOJIIO.

1.1  Bxio 0o xabinemy xaienma

Iepeiinith 3a mocuranusm Nttps://81.23.23.137.

VY nmosni Username ta Password HeoOXiHO BBECTH BiJIIOBI/IHI IaHi, SIKi BH PaHIIIe OTPUMAIH

Bin agpecary DDOS@Kyivstar.net, a rakox y sianosigue none neodxinno seectu CAPTCHA.

@ GenieATM: Login x +

< C A Hesauwmuweno | 81.23.23.137/index.php

caroma| |
GO

Forgot your password? Reset password

Pncydt-eBkxi K agbo HeTYy

1.2  3mina naponio npu nepuwiomy ycniuhomy 6xo0i

[Ipu nepmioMy ycminrHOMY BXOZ1 KOPHCTyBady HEOOXiTHO BBECTH HOTO MOTOYHUH MapOib y

moJii «Old passwordy.
VY nomsx «New password» ta «Confirm new password» koprucTyBay Ma€e pHIyMaTH
1apoJib, o Oy/e BIIMOBIIaTH HACTYITHUM KPUTEPisM:
Y Micrtuts 6inb1Ie 12 CUMBOIIIB;
1 Mictuts Benuki Jitepu,
1 Mictute Mani nitepu;
1 Micruts crnemiansHi cumonu (!@#$%&*()_+-);

Change password as first login

Old password
[

MNew password

Confirm new password

Update password

Pncy2-63kMmi Ha naponw nNpu nepwomMy ycni WH


https://81.23.23.137/
mailto:DDoS@kyivstar.net

2. Inrepdeiic kabdineTy KiIieHTa

2.1 Tonosne menio kabinemy — exnaoxka Anomaly Statistics

Ha ronoBHomy MeH!0, BU MOKeTe TOOAUUTH HACTYIIHY 1H(POpPMAIIO:
1 KijbKicTh BCIX 33JI€TEKTOBAHUX aTaK 3a MEBHUI MTPOMIXKOK 4acy;
1 06’em artaku (B Gitax, bps)
i TpuBanicTh aTaku (B XBHJIMHAX)
I Tumo araku

i xingbpKicTh aTak Ha KOXKHY aapecy

_ Sub-Network > Anomaly Statistics & (Resat)auto logout: 02:59:56 user. g
SN
| SBanomaly console | =T
L —
SRaport Links Anomaly Type: [Worm or DDoS o[ o[ v Start Thnes Gan +) 00:00:00 e ]
:::::m Attack Type: Time Period: [Time Range ~ until: Dan_~] 23:59:58
Sop i Total Anomalies: Red Vellow # “
_ DDoS/Worm Events 2 1 3 100.00
_ - —
_ Average Peak Bandwidth of Attacks 472.54M  Average Duration of Events 263
Attacks by Peak Bandwidth [} # ™ Average Duration of Events [} # L™
Attacks Undsr 10 Mbps 2 66.67 Attacks Under § minutes 2 66.67
Attacks Between 10 Mbps and 100 Mbps o 0.00 | Attacks Batween 5 minutes and 20 minutes 1 3333
Attacks Between 100 Mbps and 1 Gbps o 0.00  Attacks Between 20 minutes and 40 minutes 0 0.00
Attacks Between 1 Gbps and 10 Gbps 1 33.33  Attacks Between 40 minutes and 2 hours o 0.00
Attacks Over 10 Gbps o 0.00  Attacks Over 2 hours 0 0.00
Attacks by Type B “ bes Attacks by 1P # =
UDP Flaoding 3 100.00 1426 1 941531655 3 100.00
> Networks Ltd. 2020-2021. All rights reserved

Pncy2-dkonoBHEK avbeiHHKE TY K 1i €EH T a

2.2 Bxaaoka Anomaly Console

Ha Bxnaaiii Anomaly Console Bu MoskeTe 06a4uTH BCi TIOAIT 32 BUOpAaHUiA BaM ITPOMIXKOK
qacy.
BaskyBo: Ha KOKHil CTOPiHIII BU MOKETE HATUCHYTH Ha &4 (BHUJIIEHO YEPBOHOIO

CTPUIKOIO HAa CKPIHIIOTI HWXKYeE) 1 OTPUMATH PO3IMHUPEHY 1HPOPMAITi0 TI0 KOKHIN CTOPIHIII.

| i il |
GenieATM ISP version: RP1(MP) n

Sub-Network > Anomaly Consol@ P Fesetauto logour: 02:59:55user_ &)

_ Event List
Sanomaly Console rm— Category: Total Traffic Anomaly Worm or DDoS
_ 24 Severity; Yellow Red Yellow Red Yellow
Ongoing (In Last 24H)
“ 2021.01.08 17:2801 2 2 Z 2 z 2
Resource Type: (AL < Tratfic Directions [ALL
Anomaly Type: [ Worm or DDoS _ vi[aw vl v] Anomaly Status: [ALL ]
Time Period: | Time Range v Start Time: [ 2021 v[Jan v[5 v| [17 v]:00 Minimum Severity: [ Yellow_ v] Go
Until: | 2021 v |Jan v B V| [17 v|5e User Checked: | All_v
ouration: [> v || min(s) v Traffic Amount: [ > v |[ops  ~| Victim/Infected IP Prefix: |
v Top 10
Attacked IP by DDoS # % 1Ps Doing Scans or Infection # % Types of Anomalies # %
ST £ DR 3 100.00 1 UDP Flooding 3 100.00
L
3 Anomaties cb Anomaly 1D: | & PR vIBE (o v
= ¥ Start Time 4 __ ¥ Duration &
S ¥ 2 | Saws T owilimeR ¥ Durstion 2 ¥ a
No. DA CHK Traffic Severity Status rirshilli (Ahimmias) | Direction Type Resource Victim 1P
01 07 22 40 DDOS
1 agooa4 () Recovered 4 mins To Non-Home UDP Flooding Network_94.___..o_.u/— > Soene
max 7.4 Mbps 01 07 22 44 bps
J 3.21 Mbps 01+ o7 22 32

2 aseez (O We, 1.45 Mbps Recovered 3 mins To Non-Home unp Floodmg NEtWOrK_—vesvdieememyms  imivnen
0107 238

max 3.21 Mbis

Pncyd-sk n aAnenaly Console



2.3 Bknaoka Report

Ha Bxnaami Report Bu moskere neperasaati rpadiku mo Tpadiky Ta CTATUCTHKY Y

migpo3aim Top N.

Sub-Network > Report > Compare &

Csubmework | Femalouto g ozsorsTuser 4
" Sy saies ' TR e
CGowwers T
Select from: [All Sub-Network v -

L ]

SRreport Links Report time: | Period v || Daily v | (ECurrent) 2| 112:00 ~ now Unit prefix: | Auto v

Gpetail Counter: [ bps v Second counter: | pps - anaiyties |

Gicompare

All Sub-Network
STop-N

i profile Management

Granularity:

bps (+ To Sub-Network / - From Sub-Network)

B T e e o o = g o o em e om mm® g
=Nz N W -~ |

To Sub-Network To Sub-Network From Sub-Network From Sub-Network Sum Sum

O] oA Sub.Natwork o > == = = Total % r
Network_S4..._......, 2.71M 1.98K 34.51M 3.78K 37.22M 100.00% 5.76¢
= Total 2.71M 1.98K 34.51M 3.78K 37.22M 100.00% 5.76k

Pucy4#-Brk n aRepoat

SAxuro Bu Bubepere [ligpozain Top N, To gani 6yze MOKIUBICTh aHANI3yBaTH Tpadik Mo

pizauM napametpam (protocol, port, Source IP, Destination IP...).

Sub-Network > Report > Top-N @

Detail Compare

(Reset))auto logout: 02:59:51 user_ ]

EHE=EE

Select from: [All sub-Network v [Network 94, co.o.o. . v| )

Report time (@current)  2021/01/11 12:00 ~ now Unit prefix:
Top-N: Second counter
Advanced: Standard Report v
Network_94..__.___._ =
To Sub-Network From Sub-Network Sum
1.48M 20.80M 22.37M
Granularity: [F | [E1[E]
bps (+ To Sub-Network / - From Sub-Network)
250,
200.000M
150.000M
100.000m
50.000M
0.
~50.000m
~£00.000M
-150.000M
~200.000M
250
1200 1300 1ei00 1500 1600 17:00 1800 19:00 2000 200 22:00  23:00  1/1200:00 0100 0200 0300 04100 0500 0800  07:00 0800 05:00  10:00 1100 zi00
FusionCharts
¥ Second counter =2 EEGE
O au e — To Sub-Network From Sub-Network Sum Tl
bps bps
1 TCP(6) 2.56M 29.70M 32.26M 100.00%
2 UDP(17) 0.00 0.00 0.00 0.00%
— 3 ICMP(1) 0.00 0.00 0.00 0.00%
(/] 4 GRE(47) 0.00 0.00 0.00 0.00%

Pwucyb-Bk n aRepoat >Top N



2.4 Bxnaoxa Dashboard

Bu moxere Bunuutu Oynb-saxuii rpadik, o0 BiH 3aBkau OyB y BalloMy I0JIi 30py. Y

BKIaALi Report Bu MokeTe HATUCHYTH Ha

Sub-Network > Report > Compare @

WEEEE=S
Pncyéd-gagkopaBaHHsa r padpashboarcia BKnapgky

_ Sub-Network > Dashboard ©

el ioastiaosiiistememes e ————————
_ Dashhoard:|94.___.__-.H,_.week V| @E; a

@Dashboard

_ u [Weekly] Compare - [Sub-Network] All Sub-Network [Counter] ...
By ey

To Sub-Network From Sub-Network Sum
1.38M 16.93M 18.31M

Granularity : 5 min

bps (+ To Sub-Network / - From Sub-Network)

S0.000M

0.000

= ————
-120.000M h

12:0012:0014:0015:0016:0017:0018:0015:0020:0021:0022:0023: 0013 00/@x0002:0003:0004:0005:0006:0007:0003:0009:0010:0011:0012:00

FusionCharts

Last hd
IPAd{_jrgss To Sub-Network From Sub-Network Sum Total %
(Inside) bps bps bps
1 94, ___ ___._ @ 589.73K 9.66M 10.25M 34.78%
2 94.-.-.-....-.@ 617.55K 5.96M 6.58M 22.35%
-3 94, e @
4 94.___.___._ @
-5 94 e @
6 94 _.___._ @®
-7 94 .. 6]
8 94 ... @

PwncyneKk na Bashkboard

2.5 Brknaoka Profile Management > Personal Profile

TyT BU MOXeTe TIepErITHYTH/3MIHUTH 1H()OPMAIIio 1O BalomMy 00JIKOBOMY 3amucy. TyT Bu

MOKETE€ BCTAaHOBUTH HOBHUM napoJib 411 CBOTO 00J1IKOBOT'O 3aIucy.



EETEETEl rofile Management > Personal Profile & Resefauto logout: 02:59:54user_ )

Sl

B o ovat profile |
Spersonal profile ——

Personal Profile

User ID: user_
First Name:
Last Name:
Password: ****
Confirm Password: ***+
Phone:

Email: user. @  .com
{Sub-Network] Network 94 __ ... _

Sub-Network:

Privilege Template: user_
Language: English
Remarks:
Last Login: 2021-01-13 10:08:12
Last Logout: 2021-01-12 20:56:33

Pncy&-eBKk na Betsanal Profile

2.7 Braaoka Offline Report

V Braaui Offline Report Cuctema 103BoJisie aIMiHICTPATOPY MiIMKCYBATUCS Ta OTPUMYBATH
3BITH PO Tpadik, IOAHS, LOTHKHA a00 momicss. OduaiiH-3BiTH HagatoTees y popmati HTML 3a
JIONIOMOT 010 €JIEKTPOHHOT MOIITH.

106 crBoputu Offline Report, Bu maete nepeiitu y Briiaaky Report > Top N Bubpatu rpadik,
Tun Tpadiky, SKUi OM BU XOTLIH BiACTIAKOBYBAaTH Ta HATUCHYTH E noTiM HEOOXiHO BHOpaTH

rpadik, sIK 4acTo BU OU XOTLIM OTPUMYBATH 3BIT (LIOAHS, IIOTHXKHS, LIOMICSIIS).
_ Sub-Network > Report > Top-N @ Reset]auto logout: 02:59:59 user. 1]

Clanomaly Statistics Batall — [ topn |
Clanomaly Console
BEEET=E
Vf (T fom] oy e
Gbashboard Add Offline Report
Select fi .
Elrepart GIECLITOM: N g chedule: [ Dally Schedule (03:00 AM every day) -
ClReport Links Report time: Period v | Mame: a unit prefix: [ Auta v ‘ Submit
- Visekly Schedule (03:00 AM every Monday)
EWDetail Top-n: Honthly Schedule (03:00 AM on ith of every menth) [ N [None + ‘ Analytics
Scompare = gL =
Advanced:
STop-N
E4snapshot Network_94.___.
1.37M TU.79Fr 18.16M

Granutarity: [B1 || [

Pncy@-oext B o p OfflinesReport



3. BinTBOpeHHs1 MapoJII0 10 Ka0iHeTy KJIi€eHTa

Skmo Bu 3a0ynu maposib BU MOKETe a00 3BEPHYTHCH JI0 BaIlOro MEHEIKepa, ab0 CKHHYTH
napoib codi caMOCTIHHO.
Jliist boro HeoOXiTHO 3aiiTH 0 KaOiHeTy KIIi€EHTa Ta HATUCHYTH Ha KHONKY Reset

password.

Username: | >
Password: | |
o B
aSwp9. o W '
. ‘ 'l' _‘l‘] ‘; ]
CAPTCHA: |

St

Forgot your password? Reset password.

Pucy@&@eorkonoBH® abBi K@ e HT a
V noani Username HeoOxiguo BBecTy Bawl jorid. Y noui Email Address HeoOxinHo BBecTH

email sikuii Brkasanuii B kaptii Personal Profile. Ta natucaytu Submit, micis uporo Bam Ha

BKa3aHy IOIITY IIPHI/IE JTUCT 3 HOBUM ITapOJIEM.

Please input your username and email address,
we will send an email to you with the new password.

Username: | |

Email Address: |

| Submit

Back fo login page.

Pucy9-.k kResetpassword



